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Abstract

We present the first deep learning model to successfully learn control policies di-
rectly from high-dimensional sensory input using reinforcement learning. The
model is a convolutional neural network, trained with a variant of Q-learning,
whose input is raw pixels and whose output is a value function estimating future
rewards. We apply our method to seven Atari 2600 games from the Arcade Learn-
ing Environment, with no adjustment of the architecture or learning algorithm. We
find that it outperforms all previous approaches on six of the games and surpasses
a human expert on three of them.

1 Introduction

Learning to control agents directly from high-dimensional sensory inputs like vision and speech is
one of the long-standing challenges of reinforcement learning (RL). Most successful RL applica-
tions that operate on these domains have relied on hand-crafted features combined with linear value
functions or policy representations. Clearly, the performance of such systems heavily relies on the
quality of the feature representation.

Recent advances in deep learning have made it possible to extract high-level features from raw sen-
sory data, leading to breakthroughs in computer vision [11, 22, 16] and speech recognition [6, 7].
These methods utilise a range of neural network architectures, including convolutional networks,
multilayer perceptrons, restricted Boltzmann machines and recurrent neural networks, and have ex-
ploited both supervised and unsupervised learning. It seems natural to ask whether similar tech-
niques could also be beneficial for RL with sensory data.

However reinforcement learning presents several challenges from a deep learning perspective.
Firstly, most successful deep learning applications to date have required large amounts of hand-
labelled training data. RL algorithms, on the other hand, must be able to learn from a scalar reward
signal that is frequently sparse, noisy and delayed. The delay between actions and resulting rewards,
which can be thousands of timesteps long, seems particularly daunting when compared to the direct
association between inputs and targets found in supervised learning. Another issue is that most deep
learning algorithms assume the data samples to be independent, while in reinforcement learning one
typically encounters sequences of highly correlated states. Furthermore, in RL the data distribu-
tion changes as the algorithm learns new behaviours, which can be problematic for deep learning
methods that assume a fixed underlying distribution.

This paper demonstrates that a convolutional neural network can overcome these challenges to learn
successful control policies from raw video data in complex RL environments. The network is
trained with a variant of the Q-learning [26] algorithm, with stochastic gradient descent to update
the weights. To alleviate the problems of correlated data and non-stationary distributions, we use
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Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows SA (top) and SB (bottom) dodging
against DNNB . Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows SA impersonating Milla Jovovich (by Georges Biard;
source: https://goo.gl/GlsWlC); (c) SB impersonating SC ; and (d) SC impersonating Carson Daly (by Anthony Quintano;
source: https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by SC for dodging recog-
nition against DNNB .

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .

����



(a) (b) (c) (d)

Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows SA (top) and SB (bottom) dodging
against DNNB . Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows SA impersonating Milla Jovovich (by Georges Biard;
source: https://goo.gl/GlsWlC); (c) SB impersonating SC ; and (d) SC impersonating Carson Daly (by Anthony Quintano;
source: https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by SC for dodging recog-
nition against DNNB .

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .

����



ceeded. Noteworthy is the low number of queries needed for
the attacks, which shows that rate-limiting access to services
will not always stop an online attack.

7. EXTENSION TO FACE DETECTION
In this section, we show how to generalize the basic ap-

proach presented in Sec. 4.2 to achieve invisibility to facial
biometric systems. In an invisibility attack, an adversary
seeks to trick an ML system not into misclassifying one per-
son as another, but into simply failing to detect the presence
of a person.

We examine this category of attacks for two reasons. First,
most ML systems for identifying faces have two phases: de-
tecting the presence of a face and then identifying the de-
tected face. The detection phase is typically less closely tied
to training data than the recognition phase. Hence, tech-
niques to circumvent detection have the potential to apply
more broadly across multiple systems.

Second, avoiding detection corresponds naturally to one
type of motivation—the desire to achieve privacy. In seeking
to achieve privacy, a person may specifically want to avoid
causing culpability to be placed on another person. Simi-
larly, a mislabeling of a face might be more likely to arouse
suspicion or alert authorities than would the failure to notice
the presence of a face at all, as might occur at an airport
security checkpoint where faces detected by FDSs are con-
firmed against face images of passengers expected to travel,
or faces of people wanted by the authorities.

In this work, we show how to perform invisibility attacks
while attempting to maintain plausible deniability through
the use of facial accessories. We defer the examination of
the physical realizability of these attacks to future work.

7.1 The Viola-Jones Face Detector
As mentioned in Sec. 2, the Viola-Jones (VJ) face detector

was designed with e�ciency and accuracy in mind. The key
idea to achieve both goals is to use a cascade of classifiers
that have an ascending order of complexity. Each classifier
is trained to detect the majority of the positive instances
(presence of a face) and reject a large number of the negative
instances. To detect an object in an image, several sub-
windows are taken from the image and are evaluated by the
detector. To be detected as a positive example, the sub-
window needs to be classified as a positive example by all
the classifiers in the cascade. On the other hand, being
rejected by one classifier in the cascade results in classifying
a sub-window as a negative example. Sub-windows that are
rejected by simple classifiers are not further evaluated by
the more sophisticated classifiers.

A classifier in the cascade is composed of a combination
of weak classifiers. A weak classifier i is a simple classifier
that outputs one of two possible values, ãi or âi, based on
one feature value, fi(·), and a threshold bi. Given a classifier
that is composed of C weak classifiers, its decision function
is defined as:

Classify(x) =

✓ CX

i=1

⇣
(ãi � âi)(fi(x) > bi) + âi

⌘◆
> T

where T is the passing threshold of the classifier, x is the
sub-window, and fi(x) > bi evaluates to 1 if true and 0
otherwise.

As explained above, the VJ detector rejects a sub-window

Figure 6: An example of an invisibility attack. Left: original
image of actor Kiefer Sutherland. Middle: Invisibility by
perturbing pixels that overlay the face. Right: Invisibility
with the use of accessories.

in case one of its classifiers rejects it. Thus, to evade de-
tection it is su�cient to fool one cascade stage. Since the
trained VJ is an open source (i.e., white-box) classifier [19],
to find a minimal perturbation that can be used for eva-
sion, we could potentially adapt and utilize the solution
proposed by Szegedy et al. [39]. However, to solve the op-
timization problem, we need the classification function to
be di↵erentiable—as previously explained in Section 3.2—
which Classify(x) is not. Therefore, we utilize the sigmoid
function, sig (as is often done in ML [37]), and formulate
the optimization problem as:

argmin
r

 ✓ CX

i=1

⇣
(ãi�âi)·sig(k·(fi(x+r)�bi))+âi

⌘
�T

◆
+c|r|

!

(1)
where k is a positive real number that can be tuned to
control the precision of the approximation. With this ap-
proximation, we can perform gradient descent to solve the
optimization problem.

7.2 Experiment Results
By generating a perturbation to evade a specific stage of

the detector via the above technique, we are able to learn
how to tweak pixel intensities in specific regions to success-
fully evade the whole cascade. To test this approach, we
randomly selected 20 frontal images from the PubFig [21]
face dataset, and tested whether each could be permuted to
evade detection by fooling the first classifier in the cascade.
We generated perturbed images as follows: we limited the
perturbation to the area of the face, set c to 0.015 (as we
found this to yield smaller perturbations in practice), and
then performed line search on k to find the minimal per-
turbation necessary to evade the classifier, using a Limited
BFGS [29] solver to solve the optimization (Eqn. 1).

For 19 out of the 20 images it was possible to evade de-
tection. For the images that achieved evasion, the mean
perturbation—the aggregate change in the value of the R,
G, and B channels—of a pixel that overlays the face was
16.06 (standard deviation 6.35), which is relatively high and
noticeable. As Fig. 6 shows, in some cases even the minimal
perturbation necessary to evade detection required making
changes to faces that could draw increased attention.

In another version of the attack, in which we sought to
increase both the success rate and plausible deniability, we
first added facial accessories specifically selected for their
colors and contrast to the image; we then perturbed the im-
age as in the previous attack. The accessories we used were:
eyeglasses, a blond wig, bright eye contacts, eye blacks, and
a winter hat. With this approach, it was possible to evade
detection for all 20 face images. In addition, the amount by
which each pixel needed to be perturbed dropped remark-
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postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.
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in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .
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ceeded. Noteworthy is the low number of queries needed for
the attacks, which shows that rate-limiting access to services
will not always stop an online attack.

7. EXTENSION TO FACE DETECTION
In this section, we show how to generalize the basic ap-

proach presented in Sec. 4.2 to achieve invisibility to facial
biometric systems. In an invisibility attack, an adversary
seeks to trick an ML system not into misclassifying one per-
son as another, but into simply failing to detect the presence
of a person.

We examine this category of attacks for two reasons. First,
most ML systems for identifying faces have two phases: de-
tecting the presence of a face and then identifying the de-
tected face. The detection phase is typically less closely tied
to training data than the recognition phase. Hence, tech-
niques to circumvent detection have the potential to apply
more broadly across multiple systems.

Second, avoiding detection corresponds naturally to one
type of motivation—the desire to achieve privacy. In seeking
to achieve privacy, a person may specifically want to avoid
causing culpability to be placed on another person. Simi-
larly, a mislabeling of a face might be more likely to arouse
suspicion or alert authorities than would the failure to notice
the presence of a face at all, as might occur at an airport
security checkpoint where faces detected by FDSs are con-
firmed against face images of passengers expected to travel,
or faces of people wanted by the authorities.

In this work, we show how to perform invisibility attacks
while attempting to maintain plausible deniability through
the use of facial accessories. We defer the examination of
the physical realizability of these attacks to future work.

7.1 The Viola-Jones Face Detector
As mentioned in Sec. 2, the Viola-Jones (VJ) face detector

was designed with e�ciency and accuracy in mind. The key
idea to achieve both goals is to use a cascade of classifiers
that have an ascending order of complexity. Each classifier
is trained to detect the majority of the positive instances
(presence of a face) and reject a large number of the negative
instances. To detect an object in an image, several sub-
windows are taken from the image and are evaluated by the
detector. To be detected as a positive example, the sub-
window needs to be classified as a positive example by all
the classifiers in the cascade. On the other hand, being
rejected by one classifier in the cascade results in classifying
a sub-window as a negative example. Sub-windows that are
rejected by simple classifiers are not further evaluated by
the more sophisticated classifiers.

A classifier in the cascade is composed of a combination
of weak classifiers. A weak classifier i is a simple classifier
that outputs one of two possible values, ãi or âi, based on
one feature value, fi(·), and a threshold bi. Given a classifier
that is composed of C weak classifiers, its decision function
is defined as:

Classify(x) =

✓ CX

i=1

⇣
(ãi � âi)(fi(x) > bi) + âi

⌘◆
> T

where T is the passing threshold of the classifier, x is the
sub-window, and fi(x) > bi evaluates to 1 if true and 0
otherwise.

As explained above, the VJ detector rejects a sub-window

Figure 6: An example of an invisibility attack. Left: original
image of actor Kiefer Sutherland. Middle: Invisibility by
perturbing pixels that overlay the face. Right: Invisibility
with the use of accessories.

in case one of its classifiers rejects it. Thus, to evade de-
tection it is su�cient to fool one cascade stage. Since the
trained VJ is an open source (i.e., white-box) classifier [19],
to find a minimal perturbation that can be used for eva-
sion, we could potentially adapt and utilize the solution
proposed by Szegedy et al. [39]. However, to solve the op-
timization problem, we need the classification function to
be di↵erentiable—as previously explained in Section 3.2—
which Classify(x) is not. Therefore, we utilize the sigmoid
function, sig (as is often done in ML [37]), and formulate
the optimization problem as:

argmin
r

 ✓ CX

i=1

⇣
(ãi�âi)·sig(k·(fi(x+r)�bi))+âi

⌘
�T

◆
+c|r|

!

(1)
where k is a positive real number that can be tuned to
control the precision of the approximation. With this ap-
proximation, we can perform gradient descent to solve the
optimization problem.

7.2 Experiment Results
By generating a perturbation to evade a specific stage of

the detector via the above technique, we are able to learn
how to tweak pixel intensities in specific regions to success-
fully evade the whole cascade. To test this approach, we
randomly selected 20 frontal images from the PubFig [21]
face dataset, and tested whether each could be permuted to
evade detection by fooling the first classifier in the cascade.
We generated perturbed images as follows: we limited the
perturbation to the area of the face, set c to 0.015 (as we
found this to yield smaller perturbations in practice), and
then performed line search on k to find the minimal per-
turbation necessary to evade the classifier, using a Limited
BFGS [29] solver to solve the optimization (Eqn. 1).

For 19 out of the 20 images it was possible to evade de-
tection. For the images that achieved evasion, the mean
perturbation—the aggregate change in the value of the R,
G, and B channels—of a pixel that overlays the face was
16.06 (standard deviation 6.35), which is relatively high and
noticeable. As Fig. 6 shows, in some cases even the minimal
perturbation necessary to evade detection required making
changes to faces that could draw increased attention.

In another version of the attack, in which we sought to
increase both the success rate and plausible deniability, we
first added facial accessories specifically selected for their
colors and contrast to the image; we then perturbed the im-
age as in the previous attack. The accessories we used were:
eyeglasses, a blond wig, bright eye contacts, eye blacks, and
a winter hat. With this approach, it was possible to evade
detection for all 20 face images. In addition, the amount by
which each pixel needed to be perturbed dropped remark-
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that outputs one of two possible values, ãi or âi, based on
one feature value, fi(·), and a threshold bi. Given a classifier
that is composed of C weak classifiers, its decision function
is defined as:
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in case one of its classifiers rejects it. Thus, to evade de-
tection it is su�cient to fool one cascade stage. Since the
trained VJ is an open source (i.e., white-box) classifier [19],
to find a minimal perturbation that can be used for eva-
sion, we could potentially adapt and utilize the solution
proposed by Szegedy et al. [39]. However, to solve the op-
timization problem, we need the classification function to
be di↵erentiable—as previously explained in Section 3.2—
which Classify(x) is not. Therefore, we utilize the sigmoid
function, sig (as is often done in ML [37]), and formulate
the optimization problem as:

argmin
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where k is a positive real number that can be tuned to
control the precision of the approximation. With this ap-
proximation, we can perform gradient descent to solve the
optimization problem.

7.2 Experiment Results
By generating a perturbation to evade a specific stage of

the detector via the above technique, we are able to learn
how to tweak pixel intensities in specific regions to success-
fully evade the whole cascade. To test this approach, we
randomly selected 20 frontal images from the PubFig [21]
face dataset, and tested whether each could be permuted to
evade detection by fooling the first classifier in the cascade.
We generated perturbed images as follows: we limited the
perturbation to the area of the face, set c to 0.015 (as we
found this to yield smaller perturbations in practice), and
then performed line search on k to find the minimal per-
turbation necessary to evade the classifier, using a Limited
BFGS [29] solver to solve the optimization (Eqn. 1).

For 19 out of the 20 images it was possible to evade de-
tection. For the images that achieved evasion, the mean
perturbation—the aggregate change in the value of the R,
G, and B channels—of a pixel that overlays the face was
16.06 (standard deviation 6.35), which is relatively high and
noticeable. As Fig. 6 shows, in some cases even the minimal
perturbation necessary to evade detection required making
changes to faces that could draw increased attention.

In another version of the attack, in which we sought to
increase both the success rate and plausible deniability, we
first added facial accessories specifically selected for their
colors and contrast to the image; we then perturbed the im-
age as in the previous attack. The accessories we used were:
eyeglasses, a blond wig, bright eye contacts, eye blacks, and
a winter hat. With this approach, it was possible to evade
detection for all 20 face images. In addition, the amount by
which each pixel needed to be perturbed dropped remark-
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Kiefer  
Sutherland

(a) (b) (c) (d)

Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows SA (top) and SB (bottom) dodging
against DNNB . Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows SA impersonating Milla Jovovich (by Georges Biard;
source: https://goo.gl/GlsWlC); (c) SB impersonating SC ; and (d) SC impersonating Carson Daly (by Anthony Quintano;
source: https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by SC for dodging recog-
nition against DNNB .

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNNC ; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to ct must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, SB ’s success
rate when attempting to fool DNNB and impersonate SC

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNNB , the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For NI images used in the optimizations and NC connec-
tions in the DNN, the time complexity of each GD iteration
is O(NI ⇤NC). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNNB in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .
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Comportamenti inattesi nel realizzare l’obiettivo comunicato:
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6 COMPUTATIONAL EXPERIMENTS 6.2 Explicit v.s. implicit formulations

(a) Map of the area of interest (b) Evacuation graph for instance HN

Figure 7: Geographical location of the case study

6.2 Comparison of explicit and implicit formulations

Table 1 reports the CPU time and evacuation start time for each of the HN-Rn instances
and the Free Flow (FF), Restricted Flow (RF), and Path Generation (CPG) approaches,
using both Implicit (I) and Explicit (E) formulations. Note that all approaches were able to
evacuate the totality of the evacuees in the reported solutions. These results highlight the
practical limitation of the RF-E and RF-I approaches, which are not able to terminate in
the enforced 30min time limit for instances with more than 5 evacuated nodes. Although
the RF-I approach is able to find solutions for instances HN-R08 to HN-R30, this solution
is of significantly lower quality than those of CPG-I. In addition, it appears that the CPG
formulations produce solutions very similar to those produced by RF for the three smallest
instances and competitive with FF for all instances, which means that CPG is able to find
high-quality solutions with a reduced number of evacuation paths. Note that the reduced
graph of instances HN-Rn implies that there exists only a limited number of paths departing
each evacuated node, hence the similarities between the CPG and FF solutions. Finally, the
table illustrates the benefits of the implicit formulation over the explicit one, as it significantly
reduces the computational times while maintaining similar solution quality. Consequently, in
the following, we focus on the implicit formulations.

6.3 Results on real-size instances

Table 2 presents computational results for the original HN instance and the HN-Ix instances
for the three approaches and implicit formulations. The first column reports the number of
paths generated, the second and third give the number of columns and rows in the MIP, the
fourth reports CPU times, the sixth contains the percentage of evacuees reaching safety, and
finally the seventh reports the time of the first evacuation. As expected, the RF-I approach
is unable to find a feasible solution in the 30min time limit, while the CPG-I can solve all
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Abstract

We study whether generative artificial intelligence (AI) constitutes a form of se-
niority-biased technological change, disproportionately affecting junior relative to senior

workers. Using U.S. résumé and job posting data covering nearly 62 million work-

ers in 285,000 firms (2015–2025), we track within-firm employment dynamics by se-

niority. We identify AI adoption through a text-analysis approach that flags post-

ings for dedicated “AI integrator” roles, signaling active implementation of genera-

tive AI. Difference-in-differences and triple-difference estimates show that, beginning

in 2023Q1, junior employment in adopting firms declined sharply relative to non-

adopters, while senior employment continued to rise. The junior decline is driven

primarily by slower hiring rather than increased separations, with the largest effects

in wholesale and retail trade. Heterogeneity by education reveals a U-shaped pattern:

mid-tier graduates see the largest declines, while elite and low-tier graduates are less

affected. Overall, the results provide early evidence of a seniority-biased impact of AI

adoption and its mechanisms.

*We thank Larry Katz, Gabriel Chodorow-Reich, Ludwig Straub, David Lagakos, Jesse Shapiro,
Jonathon Hazell, Amanda Pallais, Oren Danieli, Aristotle Epanomeritakis, Austin Zhang, Cameron Deal,
Santiago Medina, James Stratton, Fiona Chen, and Sarah Gao for helpful comments and discussions. All
errors are our own.
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Figure 3: Employment Differences Between Adopters and Non-Adopters Over Time
Notes: The graph present the estimated coefficients β j from Equation 1, ran separately to juniors
and seniors. Standard errors are clustered in firm level.

We next account for firm-specific employment trajectories using a triple-differences
specification:

log(Employmentist) = α +
2025Q1

∑
j=2015Q1

β j 1{t = j}→ Adopti → Juniors

+
2025Q1

∑
j=2015Q1

εj 1{t = j}→ Adopti +
2025Q1

∑
j=2015Q1

ϱj 1{t = j}→ Juniors

+ κ (Adopti → Juniors) + γit + εist, (2)

where log(Employmentist) denotes the log employment of workers in seniority group
s ↑ {junior, senior} at firm i in period t. The indicator 1{t = j} equals one in period
j and zero otherwise. Adopti is a firm-level dummy equal to one for firms that adopt
generative AI (see Section 3.2 for the definition), and Juniors is an indicator equal to
one for juniors and zero for seniors. The coefficients β j form a triple-differences event-
time profile, comparing juniors to seniors within firm i in period j, for adopters relative
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Trasformazione

• Diversa modalità: prima eravamo “generatori”, ora dobbiamo 
essere anche bravi “co-generatori” e “verificatori” 

• Essere bravi a verificare richiede profonda competenza di 
dominio (e un passato da “generatore”) e massima attenzione 
a non cadere nella trappola di risultati convincenti ma errati


• Meno tempo, maggiore competenza 

• “Mix di IA” usate con competenza possono aiutarci a 
trovare nuove intuizioni

In tutti i settori…







Ricominciare […] da ciò che non 
serve, da ciò che non produce, da 
ciò che si fonda sul confronto, un 
atto empatico radicale, non è un 

gesto poetico, è un gesto politico. 
Non per addestrare le macchine 

ma per disimparare la parte di noi 
che le ha rese così efficienti.

Michele Kettmaier


